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data sharing, identifying the major themes that encapsulate their experiences and
attitudes towards online privacy and the strategies they employ to protect their
personal information. A qualitative research design was employed, involving semi-
structured interviews with 23 social media users from diverse demographic
backgrounds. Thematic analysis was used to analyze the interview transcripts,
focusing on identifying and interpreting patterns related to privacy concerns and
protective behaviors. The analysis revealed five major themes: Understanding of
Privacy, Attitudes Towards Data Sharing, Privacy Management Strategies, Impact
of Social Media on Privacy, and Future Perspectives on Privacy. Each theme
comprised several categories and concepts, including Definitions of Privacy,
Privacy Awareness, Willingness to Share, Risks and Benefits, Use of Privacy
Settings, Information Disclosure, Avoidance Behaviors, Perceived Threats,
Changes in Behavior, Desired Changes, Predictions about Privacy, and User
Empowerment. The study highlights the complex and multifaceted nature of social
media users' privacy concerns and the strategies they adopt to navigate these
challenges. It underscores the importance of developing more intuitive privacy
controls and the need for ongoing education on privacy management. The findings
also suggest a call for social media platforms and policymakers to consider users'
diverse needs and concerns in the development of privacy protection measures.

Keywords: Social Media, Privacy Concerns, Data Sharing, Protective Behaviors, User
Perspectives, Thematic Analysis, Privacy Management Strategies.

1. Introduction

In the digital age, social

reshaping  how individuals

media platforms have
transformed into ubiquitous elements of daily life,
communicate,
information, and interact with the world around them.
However, this digital revolution brings with it significant
privacy concerns, as the vast amounts of personal data

shared online become vulnerable to misuse, unauthorized
access, and other privacy violations. The tension between
the benefits of social media engagement and the potential
risks to users' privacy has spurred extensive research into
understanding how privacy concerns influence user
behavior and protective strategies on these platforms.
Recent studies, such as those conducted by Baker-
Eveleth et al. (2021), have illuminated the significant
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impact of privacy concerns on users' protective behaviors
on social media. The research highlights how the perceived
risks associated with data sharing can prompt individuals to
adopt various protective measures to safeguard their online
privacy. This is indicative of a growing awareness among
users of the need to actively manage their digital footprints
to prevent potential privacy breaches. The findings
underscore the complex relationship between users' privacy
concerns and their engagement with protective practices,
revealing a proactive stance taken by many to mitigate
perceived threats (Baker-Eveleth et al., 2021).

Further exploration into this domain by Bright et al.
(2021) emphasizes the influence of privacy concerns on
user engagement and behavior on social media platforms.
The study elucidates how factors such as past experiences
of privacy violations and the adoption of privacy protection
behaviors can significantly shape how individuals interact
with social media. This indicates that users' personal
experiences and their responses to these incidents play a
crucial role in defining their overall engagement with these
digital spaces. Such insights are invaluable for
understanding the dynamics of user behavior on social
media, especially in the context of privacy management
(Bright et al., 2021).

Moreover, the nuances of privacy concerns across
different demographics, particularly among various age
groups, have been highlighted in recent research by
Goyeneche (2023). This study points out the generational
differences in trust and risk perception regarding privacy on
social media, showing that younger and older adults may
approach privacy from distinct perspectives. Recognizing
these differences is crucial for developing privacy
protection strategies that are sensitive to the diverse needs
and concerns of social media users across the age spectrum
(Goyeneche, 2023).

The phenomenon of privacy fatigue, as explored by Tian
et al. (2022), further complicates the landscape of privacy
concerns on social media. As users face the ongoing
challenge of navigating complex privacy settings and
making informed decisions about data sharing, they may
experience a sense of fatigue that influences their privacy-
related behaviors. This fatigue can lead to a paradoxical
relationship between heightened privacy concerns and a
decrease in protective online behaviors, underscoring the
psychological and emotional dimensions of privacy
management on social media platforms (Tian et al., 2022).

In light of these evolving challenges, the work of
DeHart et al. (2020) stresses the critical need for educating
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users about privacy threats and for social media platforms
to implement robust privacy protection measures. These
strategies are essential for mitigating the risks associated
with data sharing and for empowering users to take control
of their online privacy. The collective body of research
underscores a pressing issue for both users and platform
providers to address privacy concerns proactively. As
social media platforms continue to evolve, the imperative
to safeguard user privacy becomes increasingly paramount,
demanding ongoing attention, research, and action (DeHart
et al., 2020).

In summary, the landscape of privacy concerns on social
media is shaped by a complex interplay of user perceptions,
behaviors, and experiences. Understanding this intricate
dynamic is essential for devising effective strategies to
protect user privacy in the digital age. This article seeks to
contribute to this understanding by exploring social media
users' perspectives on privacy concerns and data sharing,
guided by recent research findings and insights into the
multifaceted nature of online privacy management.
Through a comprehensive analysis of qualitative data, this
study aims to shed light on the nuanced ways in which
individuals navigate the challenges of privacy on social
media, offering valuable implications for users, platform
providers, and policymakers alike.

2. Methods and Materials
2.1.  Study Design and Participants

This study adopted a qualitative research approach to
explore social media users' perspectives on data sharing
and their privacy concerns. The qualitative methodology
was chosen for its strength in capturing detailed, nuanced
insights into participants' attitudes, experiences, and
behaviors, which are not easily quantifiable. The research
was structured around semi-structured interviews and
thematic analysis, aiming to uncover the complexities of
users' perceptions and interactions with social media
platforms in the context of privacy and data sharing.

Participants were recruited using a purposive sampling
strategy to ensure a diverse range of experiences and
perspectives regarding social media use and privacy
concerns. Eligibility criteria included active social media
users aged 18 and above, with at least one year of
experience using platforms such as Facebook, Twitter,
Instagram, and LinkedIn. The study aimed for a balanced
representation regarding age, gender, geographical location,
and social media usage habits to capture a wide array of
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privacy concerns and data sharing perspectives. A total of
40 participants were recruited, following the principles of
data saturation, where no new themes were identified in the
data analysis.

The study was conducted in accordance with ethical
guidelines for qualitative research, ensuring informed
consent, confidentiality, and the right to withdraw from the
study at any time. Participants were informed about the
study's purpose, the voluntary nature of their participation,
and the measures taken to protect their identity and
personal information.

2.2. Data Collection

Data were collected through semi-structured interviews,
each lasting approximately 45-60 minutes. The interviews
were conducted online via secure video conferencing
platforms to accommodate participants' geographical
diversity and ensure their privacy and comfort. The
interview guide comprised open-ended questions designed
to encourage detailed responses about participants'
experiences with social media, their understanding of data
sharing, privacy settings, and their concerns about personal
data usage by third parties. Interviews were recorded with
participants' consent, transcribed verbatim, and anonymized
to protect confidentiality. Here are some questions asked
through semi-structured interviews:

"Can you describe what privacy means to you in the
context of social media? How do you define or understand
privacy when using these platforms?"

"Could you share a specific experience where you felt
your privacy was at risk due to the information you shared
on social media? How did you respond to this situation?"

"How do you manage your privacy settings on social
media platforms? Can you walk me through the steps you
take to adjust these settings and what factors influence
these decisions?"

"Have your concerns about privacy affected how you
use social media? For example, have you changed the type
of content you share, reduced your social media usage, or
taken any other actions as a result of privacy concerns?"

"Looking forward, what changes or improvements
would you like to see regarding privacy protection on

Table 1
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social media platforms? Are there specific tools or policies
you think would help users better manage their privacy?"

2.3. Data Analysis

Thematic analysis was employed to analyze the
interview transcripts. This method was chosen for its
flexibility and effectiveness in identifying, analyzing, and
reporting patterns (themes) within data. The analysis
process followed Braun and Clarke's six-phase framework,
which includes familiarizing oneself with the data,
generating initial codes, searching for themes, reviewing
themes, defining and naming themes, and producing the
report. The research team worked collaboratively to ensure
coding reliability and theme consistency, engaging in
regular discussions to refine the themes and interpret the
findings in relation to the research questions and existing
literature on social media privacy concerns.

3. Findings

In this study, we engaged with a diverse group of 23
participants. The demographic breakdown of our
participants is as follows: 12 identified as female, 10 as
male, and 1 as non-binary, highlighting a broad spectrum of
gender representation. The age range of participants was
spread across several cohorts, with 6 participants aged 18-
24, 8 participants aged 25-34, 5 participants aged 35-44,
and 4 participants aged 45-54, ensuring a wide range of
perspectives from both younger and older social media
users. Geographically, the participants were from various
locations, including 10 from urban areas, 8 from suburban
areas, and 5 from rural areas, allowing us to explore the
impact of living environments on privacy concerns and data
sharing behaviors.

Our thematic analysis revealed a nuanced understanding
of privacy among social media users, their attitudes
towards data sharing, the strategies they employ to manage
their privacy, the impact of social media on their privacy
perceptions, and their future perspectives on privacy. These
findings are structured around five major themes, each
encompassing varying categories and concepts, as
described below.

The Results of Qualitative Analysis (Major Themes, Categories, and Concepts)

Major Themes Categories Concepts

Understanding of Privacy Definitions of Privacy

Personal space, Information control
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Privacy Awareness
Willingness to Share
Risks and Benefits

Use of Privacy Settings
Information Disclosure
Avoidance Behaviors

Impact of Social Media on Perceived Threats
Privacy

Attitudes Towards Data Sharing

Privacy Management Strategies

Changes in Behavior

Future Perspectives on Privacy Desired Changes

measures

Awareness of data collection, Knowledge of privacy settings

Sharing preferences, Trust in platforms, Incentives for sharing, Privacy trade-offs
Privacy risks, Social benefits, Personalized content

Customization of settings, Frequency of adjustments

Types of shared information, Audience selection

Platform avoidance, Use of pseudonyms

Data breaches, Cyberbullying, Stalking, Unauthorized data sharing

Reduction in sharing, Increased use of privacy settings
Stronger privacy policies, Better user control, Transparency in data usage, Enhanced security

Predictions about  Increasing awareness, Technological advancements

Privacy
User Empowerment

Education on privacy, Tools for data management

3.1.  Understanding of Privacy

Social media users exhibited a multifaceted
understanding of privacy, which we categorized into
‘Definitions of Privacy’ and ‘Privacy Awareness.'
Participants defined privacy in terms of "personal space"
and “information control,” suggesting a nuanced
understanding that privacy on social media is not just about
personal information but involves controlling who has
access to that information. Privacy awareness was another
critical aspect, with users expressing a general "awareness
of data collection" and a varied "knowledge of privacy
settings.” One participant noted, "I'm aware that everything
| do online is likely being tracked, but I'm not always sure
how to manage those settings effectively."

3.2.  Attitudes Towards Data Sharing

This theme encompassed users' ‘Willingness to Share'
and 'Risks and Benefits." Participants varied in their
willingness to share, often weighing the "trust in platforms"
against "privacy trade-offs." As one interviewee mentioned,
"l share my moments because it connects me with friends,
but I'm always cautious about how much personal info goes
out there." The perceived risks and benefits also influenced
attitudes, with users acknowledging "privacy risks"
alongside the "social benefits" of engaging with content
and connections on these platforms.

3.3.  Privacy Management Strategies

Our analysis identified three categories: 'Use of Privacy
Settings," 'Information Disclosure,” and 'Avoidance
Behaviors." Users reported "customizing their privacy
settings" and were selective in "the types of information
shared,"” highlighting a proactive approach to privacy
management. Avoidance behaviors, such as "platform
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avoidance" and "the use of pseudonyms,” were also noted
as strategies to mitigate privacy concerns. "l've started
using a nickname online to keep my personal life a bit more
private," shared a participant.

3.4. Impact of Social Media on Privacy

Participants discussed 'Perceived Threats' and 'Changes
in Behavior' as significant impacts of social media. The
threats ranged from "data breaches™ to "cyberbullying,”
leading to tangible changes in user behavior, including a
"reduction in sharing” and an “increased use of privacy
settings." "After hearing about data breaches, I've become
much more guarded about what | post,” a participant
remarked.

3.5.  Future Perspectives on Privacy

Looking ahead, users expressed 'Desired Changes,'
'Predictions about Privacy,’ and hopes for ‘'User
Empowerment." Desired changes included "stronger
privacy policies" and "enhanced security measures."
Predictions varied, but there was a consensus on
"increasing awareness" and "technological advancements."
Importantly, users voiced a need for "education on privacy"
and "tools for data management" to empower them in
navigating the digital landscape. "I hope for a future where
users have more control and understanding of their online
presence," said one interviewee.

4. Discussion and Conclusion

Our qualitative analysis identified five major themes that
encapsulate social media users' perspectives on privacy
concerns and data sharing practices. These themes are
Understanding of Privacy, Attitudes Towards Data Sharing,
Privacy Management Strategies, Impact of Social Media on
Privacy, and Future Perspectives on Privacy. Each theme is
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further divided into categories, with 'Understanding of
Privacy' comprising Definitions of Privacy and Privacy
Awareness; 'Attitudes Towards Data Sharing' including
Willingness to Share and Risks and Benefits; 'Privacy
Management Strategies' consisting of Use of Privacy
Settings, Information  Disclosure, and  Avoidance
Behaviors; 'Impact of Social Media on Privacy' divided into
Perceived Threats and Changes in Behavior; and 'Future
Perspectives on Privacy' encompassing Desired Changes,
Predictions about Privacy, and User Empowerment.

Under the theme of Understanding of Privacy,
participants articulated their Definitions of Privacy, which
primarily focused on concepts like Personal Space and
Information Control, indicating a nuanced comprehension
of privacy as both a boundary-setting and an agency-
exercising endeavor. The category of Privacy Awareness
highlighted users' Awareness of Data Collection and
Knowledge of Privacy Settings, suggesting that while there
is a general understanding of the mechanisms behind data
collection, there's variability in how users apply this
knowledge to manage their privacy effectively.

The Attitudes Towards Data Sharing theme explored
participants’ Willingness to Share, where concepts such as
Sharing Preferences, Trust in Platforms, Incentives for
Sharing, and Privacy Trade-offs emerged. These concepts
reveal the complex decision-making process users undergo,
balancing their desire for social connectivity with their
privacy concerns. The Risks and Benefits category further
delved into Privacy Risks, Social Benefits, and
Personalized Content, underscoring the calculated risks
users perceive in the act of sharing online.

Within Privacy Management Strategies, the Use of
Privacy Settings category included Customization of
Settings and Frequency of Adjustments, pointing to users
actively engaging with privacy settings as a means of
control. The Information Disclosure category captured the
Types of Shared Information and Audience Selection,
reflecting strategic choices in what and with whom to
share. Avoidance Behaviors, such as Platform Avoidance
and Use of Pseudonyms, indicated more radical approaches
taken by some users to protect their privacy.

The theme of Impact of Social Media on Privacy
revealed Perceived Threats, with concepts like Data
Breaches, Cyberbullying, Stalking, and Unauthorized Data
Sharing, highlighting the various concerns users have about
their online safety. Changes in Behavior, including
Reduction in Sharing and Increased Use of Privacy
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Settings, illustrated the direct impact of these concerns on
users’ social media behaviors.

Finally, Future Perspectives on Privacy covered Desired
Changes, where users expressed a need for Stronger
Privacy Policies, Better User Control, Transparency in Data
Usage, and Enhanced Security Measures, indicating a clear
demand for greater protections and transparency from
platforms.  Predictions about Privacy and User
Empowerment, through Education on Privacy and Tools for
Data Management, suggest an optimistic view towards
improved privacy management and user empowerment in
navigating the complex landscape of social media privacy.

This study has illuminated the intricate dynamics of
social media users' privacy concerns and their resultant
protective behaviors. Our findings underscore a significant
positive influence of privacy concerns on users' adoption of
protective measures, mirroring insights from Goyeneche
(2023) (Goyeneche, 2023). Age-related differences in
privacy perceptions, as highlighted by Tian et al. (2022),
indicate that generational disparities play a crucial role in
shaping trust and risk perception on social media platforms
(Tian et al., 2022). The concept of privacy fatigue, explored
by Quinn (2016), emerged as a significant factor affecting
users' privacy management behaviors, suggesting a
complex relationship between persistent privacy concerns
and the practical challenges of maintaining online privacy
(Quinn, 2016). Additionally, motivations behind content
sharing, particularly selfies, as discussed by Dhir et al.
(2017), reveal the impact of privacy perceptions on online
activities across different age groups (Dhir et al., 2017).

The findings of this study contribute to the evolving
discourse on the relationship between social media users'
privacy concerns and their protective behaviors,
underscoring the importance of understanding user attitudes
towards data sharing. Consistent with the findings of
Goyeneche (2023), our study reveals that privacy concerns
have a significant positive influence on social media users'
adoption of protective behaviors (Goyeneche, 2023). This
alignment suggests a growing awareness among users of
the importance of actively managing their digital footprints
to mitigate potential privacy risks.

Furthermore, our research echoes the insights provided
by Tian et al. (2022) regarding the influence of age-related
differences on privacy concerns (Tian et al., 2022). The
observed generational disparities in trust and risk
perception emphasize the need for nuanced approaches to
privacy protection that cater to the diverse needs of social
media users across different age groups. This finding is
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pivotal, as it suggests that one-size-fits-all privacy
protection strategies may not be effective in addressing the
varied concerns and behaviors exhibited by users of
different ages.

The concept of privacy fatigue, introduced by Quinn
(2016), also finds resonance in our study's outcomes. As
users navigate the complexities of privacy settings and data
sharing practices, the resultant fatigue can impact their
privacy behaviors in paradoxical ways, potentially leading
to a decrease in the adoption of protective measures despite
heightened privacy concerns (Quinn, 2016). This
underscores the psychological and emotional toll that
managing online privacy can exact on individuals,
highlighting the need for simpler and more intuitive privacy
controls on social media platforms.

Our investigation into the motivations behind sharing on
social media platforms, drawing on the uses and
gratifications approach outlined by Dhir et al. (2017), sheds
light on how privacy perceptions can influence online
activities, including selfie behavior (Dhir et al., 2017). This
finding suggests that users' decisions to share personal
content are intricately linked to their privacy concerns, with
different age groups exhibiting varying degrees of caution
based on their perceptions of privacy risks.

Lastly, the study by Gruzd & Hernandez-Garcia (2018)
on the dynamics of privacy concerns and self-disclosure in
private versus public social media use further supports our
findings. The nuances of privacy management in different
online settings, as highlighted in their research, resonate
with our observations of how users adapt their privacy
strategies based on the context of their social media
interactions (Gruzd & Herndndez-Garcia, 2018). This
points to the sophistication of users' privacy management
practices, reflecting a strategic approach to navigating the
public and private spheres of social media.

In conclusion, our study's findings are well-supported by
the extant literature, contributing valuable insights into the
complex interplay between social media users' privacy
concerns and their protective behaviors. The alignment
with studies by Goyeneche (2023), Tian et al. (2022),
Quinn (2016), Dhir et al. (2017), and Gruzd & Hernandez-
Garcia (2018) not only validates our results but also
underscores the critical importance of addressing privacy
concerns in the digital age (Dhir et al., 2017; Goyeneche,
2023; Gruzd & Hernandez-Garcia, 2018; Quinn, 2016;
Tian et al., 2022). As social media platforms continue to
evolve, it is imperative for both users and providers to
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engage in ongoing dialogue and action to safeguard privacy
in this interconnected landscape.

In summary, the study highlights the role of age,
perceived risks, and the emerging issue of privacy fatigue
in shaping protective behaviors. The findings suggest that
understanding the multifaceted nature of privacy concerns
and the factors influencing protective behaviors is crucial
for developing more effective privacy protection strategies
on social media platforms.

5. Limitations and Suggestions

This study, while providing important insights, is not
without limitations. The sample size and demographic
diversity may limit the generalizability of the findings.
Moreover, the reliance on self-reported data might
introduce bias in participants' responses about their privacy
concerns and behaviors. These limitations underscore the
need for cautious interpretation of the findings and their
application.

Future research should consider expanding the sample
size and including a broader demographic to enhance the
generalizability of the findings. Longitudinal studies could
also offer deeper insights into how privacy concerns and
protective behaviors evolve over time. Additionally,
exploring the impact of emerging social media platforms
and technologies on privacy concerns could provide
valuable insights into the ever-changing landscape of
online privacy.

The study's findings have important implications for
social media platform developers and policymakers. There
is a critical need for the development of more user-friendly
privacy settings and tools that can help mitigate privacy
fatigue and empower users to manage their privacy more
effectively. Educating users about privacy risks and
protective strategies is also essential. For policymakers,
these findings highlight the importance of developing
regulations that ensure social media platforms uphold high
privacy standards, protecting users' personal information
from misuse.
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